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Topics:

 Regulatory Background and Updates

 Where BSA/AML & Sanctions Risk Assessments Fit

 Regulatory Trends in Risk Assessments

 Regulatory Expectations 

 Main Phases of a Risk Assessments

 Avoiding Common Pitfalls

After this session, you should be able to:
 Understand the core concepts of a risk assessment

 Understand current regulatory expectations for risk assessments

 Recognize and mitigate potential issues within a BSA/AML & Sanctions risk assessment

 Identify opportunities to enhance your BSA/AML & Sanctions risk assessment

Agenda and Objectives
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Regulatory Background and 
Updates
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BSA/AML & Sanctions Regulation - Background

Bank Secrecy 
Act (“BSA”)

The BSA was originally passed by Congress in 1970. The Act established record keeping and reporting requirements 
for financial institutions in an effort to aid in criminal, tax, or regulatory investigations or proceedings, as well as to 
protect against funding international terrorism. 

The Bank Secrecy Act requires financial institutions to maintain a written program consisting of the following 
minimum requirements:

• A system of internal controls to ensure ongoing compliance

• Independent Testing of BSA/AML Compliance

• Designate an individual or individuals responsible for managing BSA compliance (BSA Officer)

• Training for appropriate personnel

USA Patriot Act The USA PATRIOT Act is an acronym for Uniting and Strengthening America by Providing Appropriate Tools 
Required to Intercept and Obstruct Terrorism.  It was passed by Congress as a response to the terrorist attacks of 
September 11, 2001. The Act strengthens U.S. measures to prevent, detect and prosecute international money 
laundering and financing of terrorism.

The USA PATRIOT ACT requires financial institutions to:

• Strengthen customer/member identification procedures,

• Prohibit from engaging in business with foreign shell banks, 

• Have due diligence procedures and, in some cases, enhanced due diligence (EDD) procedures for foreign 
correspondent and private banking accounts,

• Improve information sharing between financial institutions and the U.S. government. 
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BSA/AML & Sanctions Regulation - Background

Department of 
the Treasury’s 
Office of 
Foreign Asset 
Control 
(“OFAC”)

The Office of Foreign Assets Control administers and enforces economic and trade sanctions based on U.S. foreign 
policy and national security goals against targeted foreign countries, terrorists, international narcotics traffickers, and 
those engaged in activities related to the proliferation of weapons of mass destruction.

OFAC Regulations require financial institutions to:

• Block accounts and other property of specified countries, entities, and individuals, and 

• Prohibit or reject unlicensed trade and financial transactions with specified countries, entities, and individuals.

Financial 
Action Task 
Force (“FATF”)

FATF is an inter-governmental body established in 1989.  The objectives of FATF are to set standards and promote 
effective implementation of legal, regulatory and operational measures for combating money laundering, terrorist 
financing and other threats related to the integrity of the international financial system. 

Impact of FATF 40 Recommendations

• The FATF has developed a detailed list or “Recommendations” that countries should implement.  These 40 
Recommendations are recognized as the international standard for combating of money laundering and the 
financing of terrorism and proliferation of weapons of mass destruction. . 
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Regulatory Actions and Culture of Compliance

In 2016 there were at least 21 significant enforcement actions that resulted in more than $637 million in fines or penalties and included 
reference to an organization’s need to address deficiencies in their BSA/AML and Sanctions risk assessment processes. 

Regulatory Actions Regulatory Guidance on Culture of Compliance

The Bank's BSA/AML and OFAC Risk Assessments lacked thorough 
review of Branch customers, products, services, and geographic 
locations served.  It likewise was insufficient in its methodology. 
(August 2016)
Consent order including fines greater than $150,000,000 

Leadership Should be Engaged: Demonstrated and visible support by leadership 
to create a “culture of compliance”. This includes periodic BSA/AML training, 
appropriate understanding of BSA/AML obligations and compliance so that 
compliance resources can be effectively allocated, and awareness of the Financial 
Institution’s record of BSA/AML compliance.

The Bank shall develop a comprehensive BSA/AML risk assessment 
that identifies and considers all products and services, customer 
types, geographic locations, and transaction volumes in determining 
inherent and residual risks. (July 2016)

Information Sharing and Understanding: Information relevant to BSA/AML 
compliance should be shared across business units and affiliated entities, and all 
employees must understand the purpose BSA reports serve and how such 
information is used.

Consent order including fines greater than $175,000,000
The Bank did not have up-to-date, accurate, and verified information 
to enable it to conduct its annual risk assessment. (February 2016)
Civil money penalty greater than $3,750,000

Independent Testing:  An effective BSA/AML compliance program includes a 
proper ongoing risk assessment, sound risk-based customer/member due diligence, 
appropriate detection and reporting of suspicious activity and independent program 
testing

From 2011 through 2012, the Bank failed to conduct a risk 
assessment that incorporated all of its products and services 
including wire transfers processed for its domestic and international 
money service businesses. (December 2016)
Civil money penalty greater than $450,000

Compliance Not Sacrificed for Revenue Interests:  A Financial Institution should 
ensure that it devotes appropriate support staff and technological resources, such 
as automated transaction monitoring systems, to its BSA/AML compliance program,
and compliance staff should be empowered with sufficient authority and autonomy to 
implement the AML program.  An effective governance structure should allow for the 
BSA/AML compliance function to work independently.
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• The ruling codifies that CDD is the fifth pillar in an AML 
program.

• Identifying and verifying customers/members, including 
beneficial owners

• Developing a risk profile based on the customer/member 
profile and nature of their relationships (accounts)

• Conducting on-going monitoring to ensure the 
customer/member information is current and monitoring 
transactions in order to report any suspicious activity

• FinCEN views the fifth pillar as nothing more than an 
explicit codification of existing expectations

Beneficial Ownership Rule
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Ownership Prong

Individuals with 25% or 
greater ownership share of a 

business

Control Prong

An individual with “significant 
responsibility to control, 

manage or direct” a business

• CIP rules for beneficial owners:

• Institutions may rely on photocopies rather than original 
documentation for beneficial owners.

• Institutions “may rely on the information supplied by the legal entity 
customer/member regarding the identity of its beneficial owners, 
provided it has no knowledge of facts that would reasonably call into 
question the reliability of such information.”

• Institutions can leverage the FinCEN supplied form to collect 
beneficial ownership information (form is not a requirement, as long 
as required information is collected in compliance to ruling).

©2017 Crowe Horwath LLP

BSA/AML & Sanctions 
Risk Assessments
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AML Risk Assessment – Regulatory Expectations 

Regulatory Expectations
• Provide actionable risk management results
• Are sustainable and build on prior risk assessments 

using trend analysis
• Follow a defensible documented methodology built 

on regulatory guidance
• Capture documented justification for client deviations 

from the methodology
• Leverage quantitative and qualitative information
• Customizable both in analysis and delivery to our 

clients’ needs
• Are repeatable to be used for future assessment 

periods

New Product

New or differentiated products can mean new types
of transactions and services that must be assessed

Execution at Recurring Frequency

Set maximum frequency for risk assessment
update and execute if no trigger events take place

New Geography

New customer/member types and new geographies
can bring new types of risk to the organization

New or Updated Control Environment

Completion of any major technology project,
process improvement, or organizational shift can
impact the control environment at the institution

AML and Sanctions Risk Assessment Triggers
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AML / Sanctions Risk Assessment – Why and What To Think About

When an organization thinks about an AML / Sanctions risk assessment, why and what should be considered? 

 Regulatory Expectations

 Risk Management - Understanding risk impacts on the organization as a whole

 Business Decisions (staffing, budget, investment, projects)

 Structure
o Methodology 

o Data Acquisition

o Execution 

o Reporting
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Discussion: Risk Assessment Approach

Regulators expect the risk assessment to be governed by a methodology that defines the process to facilitate the identification,
collection, scoring and reporting of risk through the risk assessment process. One

The Measure & Evaluate Controls phase maps
current controls to risk factors, determines the
control scoring for controls providing risk mitigation,
and provides evidence for the existence of any
control gaps. The scoring of current controls will
assess both their design and operational
effectiveness.

The Develop Plan & Maintain Risk Assessment
phase includes planning to mitigate and remediate
identified control gaps or weaknesses, understanding
impact to defined KRIs, review and analysis of the
trending or emerging risks, and determining the steps
for maintaining, updating and sustaining the risk
assessment.

During the Understand the Business phase,
the assessor should determine the scoping
factors based upon current governance
models, functional areas, and products of your
institution. Your “Risk Appetite” for AML and
Sanctions should also be documented, and an
outlined approach is agreed upon to gather
data during the risk assessment.

During the Determine Inherent Risk phase, the inherent risk should be
calculated at the most granular level by identifying risk impacted areas with
both qualitative and quantitative data and metrics. Inherent risk is determined
through the consideration of the impact and likelihood for each risk factor
based on its propensity or ability to support money laundering or terrorist
financing activity.

During the Evaluate Residual & Enterprise Risk
phase, the residual risk should be calculated for each in
scope risk factor within functional areas. Risk scoring is
aggregated to produce reporting of risk at the
enterprise; line of business; risk factor and category
levels.

Understand the Business Determine Inherent Risk
Measure & Evaluate 

Controls

Evaluate Residual & 

Enterprise Risk

Develop Plan & Maintain 

Risk Assessment
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Discussion: Phase I – Understand the Business
Understand the 

Business
Determine 

Inherent Risk

Measure & 
Evaluate 
Controls

Evaluate 
Residual & 

Enterprise Risk

Develop Plan & 
Maintain Risk 
Assessment

Focus Key Points

Apply knowledge and experience to develop an effective approach based on the organizational governance, the 
stakeholders involved in the risk assessment process, the universe of risk, and the financial institution’s risk appetite.

• Identify Governance and Stakeholders

o Determine organizational structure, product/service offering, customer/member base and project stakeholders.

• Identify Risk Appetite

o Determine if a “risk appetite” has been established or needs to be established.

• Determine Line of Business Applicability

o Evaluate lines of business and products to provide a sustainable structure for risk assessment scoping.

• Define the Risk Universe

o Determine risk universe for which lines of business will be evaluated against risk factors, expected controls.

• Establish the Risk Assessment Methodology will be used.

• Confirm the in-scope list of lines of business ahead of the project kick-off, and provide the required stakeholders to 
facilitate the data/information collection process.

Objective

Key Tasks
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Discussion: Phase II – Determine Inherent Risk

Focus Key Points

To determine the inherent risk for each risk factor for in scope function areas. Inherent risk is determined by conducting 
analysis of quantitative and qualitative data and metrics that comprise the impact and likelihood of specific risk factors that 
are applicable to the client. 

• Develop Inherent Risk Factors (Impact & Vulnerability)

o Inherent risk scoring process to facilitate the determination of risk rating for each risk factor.  

• Develop Inherent Risk Factors (Growth & Change)

o Factor to capture/account for any growth or change related to applicable risk factors.

• Develop Inherent Risk Factors (Exposure)

o Exposure each risk factor may have and actual impact on each line of business.

• Develop Final Inherent Risk Factor Ratings

o Overall inherent risk score for risk factor categories.

Objective

Key Tasks

Understand the 
Business

Determine 
Inherent Risk

Measure & 
Evaluate 
Controls

Evaluate 
Residual & 

Enterprise Risk

Develop Plan & 
Maintain Risk 
Assessment
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Discussion: Phase III – Measure & Evaluate Controls

Focus Key Points

To evaluate the current control environment and mitigation effectiveness of controls based on the presence of risk factors, 
identify control gaps and assess the overall environment of controls for the organization. 

• Control Documentation

o Capture and document the organization's internal and external controls.

• Develop Control Mapping to Risk Factors

o Map captured and expected controls for defined risk factor universe to areas of risk mitigation.

• Develop Gap Analysis

o Account for the impact of any gaps in the current control environment.

• Develop Control Environment Effectiveness Scoring

o Calculate overall control mitigation effectiveness for each control, category of risk and line of business.

Objective

Key Tasks

Understand the 
Business

Determine 
Inherent Risk

Measure & 
Evaluate 
Controls

Evaluate 
Residual & 

Enterprise Risk

Develop Plan & 
Maintain Risk 
Assessment
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Discussion: Phase IV – Evaluate Residual & Enterprise Risk

Focus Key Points

• To calculate the residual risk ratings for each risk factor based on control effectiveness and aggregate ratings for each 
category, line of business and at an enterprise level

• Develop Calculation of Residual Risk

o Calculation of residual risk at multiple levels of impact, including; Risk Factor, Customer/Member Risk Category, 
Product & Service Category, Geographic Risk Category and Line of Business.

• Develop Aggregation of Risk Scoring

o An aggregated view of risk scoring at the branch and/or enterprise level.

• Collaborate with the client to conduct the risk assessment based on the risk assessment methodology.

Objective

Key Tasks

Understand the 
Business

Determine 
Inherent Risk

Measure & 
Evaluate 
Controls

Evaluate 
Residual & 

Enterprise Risk

Develop Plan & 
Maintain Risk 
Assessment
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Discussion: Phase V – Develop Plan & Maintain Risk Assessment

Focus Key Points

• To develop the plan for remediation activities based on the output of the risk assessment and an on-going execution plan 
based on triggering events and/or time-based intervals.  

• Develop Plan Coming Out of the Risk Assessment

o Develop a plan the client can utilize coming out of the risk assessment for communicating its risk profile and evaluate 
the findings of the risk assessment and how it aligns with the institution’s risk appetite.

• Develop Plan to Maintain the Risk Assessment

o Develop a plan the client can utilize to maintain and sustain the risk assessment for future reporting periods.

Objective

Key Tasks

Understand the 
Business

Determine 
Inherent Risk

Measure & 
Evaluate 
Controls

Evaluate 
Residual & 

Enterprise Risk

Develop Plan & 
Maintain Risk 
Assessment
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AML Risk Assessment – Pitfalls

Risk Assessment Pitfalls

• Do not adhere to FFIEC guidance

• Do not define risk or control ratings

• Do not support ratings with documented justification or data; uses ‘soft’ language

• Do not analyze data at the correct granularity for the institution; conducts analysis at enterprise level

• Do not use a documented methodology

• Do not consider known information or data – regulatory exam results, internal audit findings, experience

• Use quantitative methods for quantitative sake; “voodoo analysis”

• Do not occur on a timely basis

• Do not consider the institution’s risk appetite / tolerance
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In accordance with applicable professional standards, some firm services may not be available to attest clients.

This material is for informational purposes only and should not be construed as financial or legal advice. Please seek guidance specific to your organization from qualified advisers in your jurisdiction. 
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